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1. About this document

This User Guide was designed to help users to know the MOKO MKGW3 gateway and set up the
gateway with MOKO APP.

2. Hardware description

® On/off button: to turn on/off the gateway

® Micro USB: Inject a Micro USB cable to power on the gateway

® POE in: Inject an Ethernet cable from a POE switch, the gateway can be powered on and obtain
network access.

® POE out: To cascade to the next gateway, can provide power and network to the next gateway

® Reset hole: Insert a needle-like object into the hole and press the button for 5 seconds to reset
the gateway.

3. LED status

There are three RGB LEDs to indicate the gateway power status, network status and server
connection status.

@y Server connection

@ Network status et

() Power and system

The LED status and gateway status are shown as below:
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Power/system LED | Network LED Server LED

Not powered

Power is normal and gateway is
ready
Bluetooth is advertising

Solid Green

(Pairing mode) Flash Blue

Bluetooth is connected Solid Blue

(Eishnermriit;ng to network by Flash Green

(E:thenriitted to network by solid Green

Connecting to network by WiFi Flash

Connected to network by WiFi Solid

Connecting to server Flash Green
Connected to server Solid Green

Factory reset Alternately flash Blue and Green once

OTA process Flash
OTA succeed Solid
OTA failed Solid Red

4. Install gateway

You can place the gateway on a table or hang the gateway on the wall. The tools provided with the
gateway (PET positioning sticker, screws and plastic wall plug) can help you easily hang the
gateway on the wall, you can follow the steps below to install it.

Step 1: Use 5mm drill head, drill 2 holes on the wall according to the PET positioning sticker.

Step 2: Push or tap the plastic wall plugs into the holes, flush with the plaster.

Step 3: Put the screw into the wall plug, twisting the screw a tiny bit by hand or screwdriver till it
bites. Do not insert the screw completely into the wall plug as a portion of the screw head must be
exposed no less than 3mm to hang the gateway.

Step 4: Insert the screw heads into the hanging hole behind the gateway, then gently pull down to
complete the installation.

2 www.mokosmart.com



5. Power on the gateway

Please select the compliant cable to power up the gateway,we can select one power supply method to use.
When the power cable is connected, please don’t forget to click the ON/OFF button to power up the

gateway.

Method 1: Power on gateway by Micro USB cable

Method 2: Power on gateway by POE cable

6. Configure gateway with APP

MOKO provides a demo APP with users to configure the gateway, please search “MKScannerPro’
in APP Store or Google Play to download the APP.

)

In the configuration, we will firstly configure the app connecting to MQTT broker and then
configure gateway connecting to MQTT broker. After the APP and gateway are both connected
with MQTT broker, then users can use the APP to remotely manage the gateway.
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6.1 Configure mobile APP

Run the MKScannerPro APP on your mobile phone, and allow the location and storage
permissions. Select “POE gateway” to start the configuration.

Click to configure MQTT settings for the APP. The APP has default MQTT settings, if using

default settings for testing purpose, just click . It also allows to change the settings, after

enter and save new settings, app will connect to the MQTT server. If connect successfully, it will
show “success”, otherwise it will show “connect failed”. If connect failed, please check the settings
and connect again.

{ MKScannerPro — < Settings for APP
\, Broker Setting
Host 47.104.81.55
Please add new device!

Port 1883
Client Id m
Topics
Subscribe
Publish

f \ Note: The topic settings is only for connecting to Alibaba iot.Please

\ ’ leave it blank if connecting to a MQTT broker or AWS iot.
-
General User Credentials SSL/TLS

Clean Session )
Qos [ 0 2 |
Keep Alive 120 s

e Clear All Configurations

There are three buttons in the very bottom of this page to help users quickly complete the

configuration:

® Clear all configurations: Delete all the current settings, so that users can input new settings.

® Export config file: Export the current settings from the APP, it will create a excel file and can
be sent by email.

® Import config file: With the exported file, users can change the settings and import the new
file to the APP, then the APP will use the new settings.

If connecting with customer server, please follow the below descriptions to finish the
configuration:

Host Server IP address or domain name
Broker setting
Port Server port
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Client id

Subscribe
Topics
Publish

Clean session
General Qos

Keep Alive

Username
User Credentials

Password

SSL/TLS

SSL/TLS
Certificates

6.2 Configure gateway

MQTT client id, each device connected to the server
should have a different client id.

These two settings are used for connecting to Alibaba
cloud. If connect to a MQTT broker or AWS loT, please
leave it blank.

Default: Enable, range: Enable/Disable
Quality of service. Default: 1, range: 0-2

Default: 60, range: 10-120

If access to your server doesn’t require a username and
password, it can be blank.
on: SSL encryption. off: no encryption

It supports CA signed server certificate/CA certificate
file/Self signed certificates

When the gateway Network LED flashes Blue, click “Add Devices” to connect the gateway
Bluetooth. We can see some advertisers named “MKGW3-XXXX", select the gateway and enter
password Moko4321. After that, the Network LED will turn to solid Blue.

Then we can configure the Network, MQTT and some other settings for the gateway. After all
settings are finished, click “Connect” button, the gateway will connect to network and then
connect to the server. If it cannot connect to server in 90 seconds, the gateway will go back to

pairing mode, we can configure it again.

< MKScannerPro = <

Add Device 'S 4 Settings for Device

MKGW3-62AD -81dBm Network Settings >

Please add new device!

U

b

MQTT Settings >

NTP & Timezone >
Scanner Filter >
Advertise iBeacon >
Device Information >

Please note the WIFI settings and MQTT settings are required,the
other settings are optional

T

Please note: the network and MQTT settings are must-required, while other settings are optional.

5
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6.2.1 Network settings

To configure network type and IP for the gateway.

The network type can be selected as: Ethernet, WiFi, and Ethernet->WiFi

When select Ethernet, we need make sure the gateway is powered by a POE network cable.
When select WiFi, we can scan the nearby WIFI, personal and Enterprise security are both
supported.

When select Ethernet->WiFi, we need to configure both Ethernet and WiFi, gateway will first try
the Ethernet connection, if Ethernet fails to connect to Internet, the gateway will auto switch to
WiFi.

The personal WiFi requires only the SSID and password. The enterprise WIFI supports different
EAP types and requires different authentication. Please see the Appendix A: WPA2 Enterprise
Security to get more details.

Network Settings = | € Network Settings = Network Settings

Metwork prionty ETH>WIFI

WIFI
Ethernet
Personal

Metwork priornity Network priority

DHCP ( Security

DHCP
55D

WiFI
Password
Sacurity Parsonal
DHCP
SSiD

Password

HIHI

DHCP

6.2.2 MQTT settings
To configure MQTT parameters for the gateway. The gateway has default MQTT settings, if use

default settings for testing purpose, just click . It also allows to change the settings. If connect

the gateway to AWS loT, please see Appendix B Connect to AWS loT to get more details.

In the very bottom of this page, there are also three buttons used to help users quickly complete
the configuration.

6 www.mokosmart.com



MQTT settings

Broker Setting |

Host

Port

Client Id

Topics

Subscribe

Publish

General

Qos

Keep Alive

47.104.81.55
1883

b0b21c365114

MKGW3/b0b21c365114/re..

IMKGW3/b0b21c365114/se...

Credentials SSLITLS LWT |

Clean Session (
2

60 s

Clear All Configurations

If connecting with customer server, please follow the below descriptions to finish the

configuration:

Broker setting

Topics

General

User Credentials

SSL/TLS

LWT

Host

Port

Client id

Subscribe
Publish

Clean session
Qos

Keep Alive
Username

Password

SSL/TLS
Certificates

LWT

Retain

Server |IP address or domain nhame

Server port

MQTT client id, each device connected to the server
should have a different client id. The default id is device
MAC address.

It has a default topic, can be changed

It has a default topic, can be changed
on/off

Quality of service. Default: 1, range: 0-2

Default: 60, range: 10-120

If access to your server doesn’t require a username and
password, it can be blank.

on: SSL encryption. off: no encryption

It supports CA signed server certificate/CA certificate
file/Self signed certificates

on/off
on/off
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Qos Quality of service. Default: 1, range: 0-2
Topic It has a default topic, can be changed

Payload It has a default topic, can be changed

6.2.3 NTP&Timezone

To configure the NTP server and timezone for the gateway.
< NTP & Timezone

NTP server

Timezone UTC+00:00

6.2.4 Scanner filters

To configure the scanner filter for the gateway. It supports filter by RSSI, MAC and advertising
name.

< Scanner Filter
RSSI Filter
® -127dBm

Filter by MAC Address

Filter by ADV Name

6.2.5 Advertise iBeacon

To set the gateway advertise iBeacon and setup advertising parameters. By default, iBeacon
advertisement is turned off. if it is turned to on, the gateway will advertise iBeacon frame after it
connects to server.
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< Advertise iBeacon S { Advertise iBeacon =

Advertise iBeacon @ Advertise iBeacon (
Major 0
Minor 0
uuiD 00000000000000000000...
ADV interval 1 x100ms

6.2.6 Device information

To read the device information of the gateway.

Device Information

Device name MKGW3-62AD
Product model MKGW3
Manufacturer MOKO TECHNOLOGY LTD
Firmware version V1.0.1
Software version va.4.4
Hardware version V0.2
WIFI STA MAC BO:B2:1C:36:51:14
BT MAC 70:04:10:0C:62:AD

6.3 Scan BLE devices

When the gateway is successfully configured, it will automatically start scanning. At the same
time, the gateway will measure the network status and show it in the app.
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< MKScannerPro = < MKGW3-7481

MKGW3-7481

= ® Online > Scanner and upload option
MKGW3-535D 5 Scanner (
MKGW3-2AD5 ; Manage BLE devices 0y

Total 18550 pieces of data
MKGW3-532D
{"type_code":10,"rsp_data":*" i":-76,"connectable”:0,

"mac":"1679391bc592","til :0,"type":"other","tim
estamp":1690612919204,"adv_data":"1ef{06000109202

2d0d1c1427898bc290ef38e0c77746€a8856128461c47
5"}

{"type_code":0,"major":0,"rssi":-74,"mac":"ac233fef934
8""connectable":1,"minor":0,"timezone":0,"uuid":"e2c56
db5difb48d2b060d0f5a71096e0","rssi_1Im":-59,"type":"
ibeacon","timestamp":1690612919203}

{"type_code":0,"major":0,"rssi":-B7,"mac":"ac233ff0953
3""connectable™:1,"minor":0,"timezone":0,"uuid":"e2¢c56
db5dffb48d2b060d015a71096e0","rssi_Im":-58,"type":"
ibeacon","timestamp":1690612919202}

{"type_code":10,"rsp_data":"","rssi":-93,"connectable":1,
"mac":"c365aa282346", "timezone":0,"type":"other" "tim
estamp":1690612919201,"adv_data":"1e1604eb00004c
3d5abf0078c3910c5846abbedf4214367cBf71eeadc7i6
84"}

{"type_code":1,"rssi_0m":0,"rssi":-93,"mac":"cf3612e63
al4","connectable":1,"namespace":"adb143488994071c
8d43","timezone":0,"in
"eddystone-uid" "timestamp" 1690612919197}

Add Devices {"type_code":10,"rsp_data":"","rssi":-74,"connectable":0,
"mac":"3c208d745080" "timezone":0,"type":"other","ti

Icon Network status RSSI

OFFLINE /

~ POOR WiFi <-65dBm

MEDIUM WiFi -65~-50 dBm

GOOD WiFi >-50 dBm

@ [ )] )

Ethernet /

6.4 Manage BLE devices

Click the manage BLE device button, it will jump to the next page where you can search and
connect the nearby Beacon device.

When we want to connect to the beacon, we can click the “connect” button, then select the
beacon type, and input the password. After the gateway is connected with the Beacon, we can get
the product information, battery and history temperature and humidity data. The “disconnect”
button in the top used to disconnect from the beacon.
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MKGW3-5269

Scanner and Upload option

(@)

Scanner
Manage BLE devices
Total 41 pieces of data

{"timestamp":1766632146317,"timezone":0, "type_c
ode":8,"type”: "bxp-tag” "rssi":-65,"connectable”
1."mac":"c02ced4258fd" "raw_data":"020106181601
eaB02c00000000ffc 3001503fb00beffff09020000010
a094d4b2053656e736f72","hall_sensor_status”:0,"
have_accelerometer_sensor”:1,"accelerometer_chec
k_move":0,"have_tempersture_sensor”:1,"have_h
umidity_sensor”:0,"have_flash":1,"hall _trigger_coun
1":0."motion_trigger_count":0,"temperature":19.0,"x
_axis_data":-61,"y_axis_data":21,"z_axis_dat 19,
“batt_vol":2306,"tagid":"000001","adv_name":"MK
Sensor"}

{"timestamp":1766632146309,"timezone":0,"type_cod
e".8,"type” "bxp-tag","rssi":-68,"connectable”1,"mac
":"e406bfa71fdc","raw_data":"020106181601e2800400
000000fffe0014040800000000042f000001","hall_sens
or_status™:0,"have_accelerometer_sensor':1,"accelero
meter_check_move":0,"have_tempersture_sensor™:0,"
have_humidity_sensor":0,"have_flash™:0,"hall_trigger_
count".0,"motion_trigger_count":0,"x_axis_data":=4,"y
_axis_data":20,"z_axis_data":1032,"batt_vol":3375,"tag
id":"000001"}

{"timestarmnp™:1766632146266,"timezone":0,"type_cod
e"8,"type":"bxp-tag","rssi 8,"connectable":1,"mac
":"f84477220be8","raw_data":"020106181601ea800500
000000ffeB00ccfc18fHfffff0853000001", "hall_sensor_

MKGW3-5269
-65dBm;
Count:11
MK Sensor
c02ced41a873 -63dBm
MK Sensor
7c31faa3f6az -57dBm
MK Sensor
54dce9BIEIBI -51dBm
MK Sensor
fo7abffo7dco -54dBm
eda06bfa721f1 -64dBm
MK Sensor
f074btfo454f -53dBm
MK Sensor
5cc7c1836f6 -61dBm
L

6.5 Set scanner and upload option

To set the scanning filter and uploading data content for the gateway.

6.5.1 Filter By RSSI

The gateway will upload the beacon advertising data with RSSI no less than the setting value.

Parameter

RSSI

Description

< MKGW3-5269 =

Filter by RSSI
L ] -127dBm

“The device will uplink valid ADV data with RSSI no less than
-127dBm.

Filter by PHY 1M PHY(V4.2)

Filter by MAC address

Filter by ADV Name

Filter by Raw Data

Only RAW DATA

Filter Relationship

Duplicate Data Filter Disable

Upload Data Option

Upload Data Interval

Default: -127 dBm, range: -127~0 dBm.

< MKGW3-5269

Product Model

Manufacturer

Firmware Version

Hardware Version

Software Version

MAC address

Battery voltage

Sensor state

Real time TH data

Historical TH data

Accelerometer data

Hall sensor data

TH data sample rate

Advertisement parameters

Disconnect

MK Sensor

MOKO TECHNOLOGY LTD.

MKBSL series
BXP-S5-SLATHF
FO74BFFO7DC9

98%

TH&ACC
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6.5.2 Filter By PHY

The gateway will upload the beacon advertising data with RSSI no less than the setting value.

Options:
» 1M PHY (v4.2)
Filter by PHY > 1M PHY (V5.0)
» 1M PHY (V4.2) and 1M PHY (V5.0)
» Coded PHY

6.5.3 Filter By MAC address

The gateway filters beacon data according to beacon MAC address, it supports up to 10 sets of
MAC address at the same time.

< Filter by MAC Address
Precise Match CT)
Reverse Filter Q_)
Edit Mac Address + —_—
MAC 1 dd20

OFF: Upload the advertising data of the beacon whose MAC address
contains the input expression.

ON: Upload the advertising data of Beacon whose first N (N<=6) bytes of
MAC is the same as the input expression.

Precise match

OFF: Upload advertising data of Beacon whose MAC address conforms the

Reverse filter input expression.
ON: Upload advertising data of Beacon whose MAC address doesn’t

Click the “+” icon, it can add at most 10 sets of MAC address, the
MAC address relationship of each MAC is “or”, and case insensitive.
Click the “—" icon, it will delete the MAC address input box.

6.5.4 Filter by ADV Name

The gateway filters beacon data according to beacon advertising name, and it supports up to 10
set of advertising name at the same time.
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¢ Filter by ADV Name

Precise Match 6)
Reverse Filter O_)
Edit ADV Name SRR —
ADV Name MK button

OFF: Upload the advertising data of the beacon whose adv name contains
the input expression.

ON: Upload the advertising data of Beacon whose first N (N<=20) bytes of
adv name is the same as the input expression.

Precise match

OFF: Upload advertising data of Beacon whose adv name conforms the
input expression.

ON: Upload advertising data of Beacon whose adv name doesn’t conform
the input expression.

Reverse filter

Click the “+” icon, it can add at most 10 sets of advertising names, the
ADV name relationship of each ADV name is “or”, and case insensitive.
Click the “—" icon, it will delete the ADV name input box.

6.5.5 Filter by Raw Data

The gateway filters beacon data according to advertising data type.

The first 10 types are supported by MOKO beacon, the gateway will decode all MOKO beacon
data. Other beacon data apart from the 10 types will be called “Other”, gateway will not decode
the data, directly upload raw data to cloud.
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< Filter by Raw Data

iBeacon ON >
Eddystone-UID ON >
Eddystone-URL ON >
Eddystone-TLM ON >
BXP- Device info [ @)
BXP - ACC [ @)
BXP - T&H aO
BXP- Button ON >
BXP - Tag/Sensor ON >
PIR Presence ON >
MK TOF ON >
NanoBeacon info 0N>
Other ON >

6.5.5.1 iBeacon

To determine upload iBeacon data or not.

If the iBeacon switch is on, the iBeacon UUID, major and minor are empty, the gateway will upload
all detected iBeacon data. If the iBeacon UUID, major and minor are filled with some value, the
gateway will upload only the iBeacon data which conforms the value.

< iBeacon
iBeacon q
iBeacon UUID
iBeacon Major
Min ~ Max
iBeacon Minor
Min - Max
Parameter Description
Switch On: upload, off: not upload

iBeacon UUID 0-16 bytes iBeacon UUID with Hex format
iBeacon major From 0 to 65535, the Max value must be no less than the Min value.

iBeacon minor From 0 to 65535, the Max value must be no less than the Min value.

6.5.5.2 Eddystone - UID

To determine upload Eddystone-UID data or not.
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If the Eddystone-UID switch is on, the Namespace ID and Instance ID are empty, the gateway will
upload all detected Eddystone - UID data. If the Namespace ID and Instance ID are filled with some
value, the gateway will upload only the Eddystone - UID data which conforms the value.

< Eddystone-UID =l

Eddystone-UID q

Namespace ID

Instance ID

Switch On: upload, off: not upload

Namespace ID 0-10 bytes Hex data

Instance ID 0-6 bytes Hex data

6.5.5.3 Eddystone - URL

To determine upload Eddystone-URL data or not.

If the Eddystone - URL switch is on, the URL is empty, the gateway will upload all detected
Eddystone - URL data. If the URL is filled with some value, the gateway will upload only the
Eddystone - URL data which conforms the value.

< Eddystone-URL

Eddystone-URL (

URL

Switch On: upload, off: not upload

URL 0-37 characters, for example: www.mokosmart.com

6.5.5.4 Eddystone - TLM

To determine upload Eddystone-TLM data or not.
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If the Eddystone - TLM switch is on, the TLM version is all, the gateway will upload all detected
Eddystone - TLM data. If the TLM version is configured to 0 Or 1, the gateway will upload only the
Eddystone - TLM data whose TLM version conforms the configuration.

< Eddystone-TLM
Eddystone-TLM q

Switch On: upload, off: not upload

Range: All/ version 0/ version 1

» Null: All versions will be uploaded,;
» Version 0: Unencrypted TLM;

» Version 1: Encrypted TLM

TLM version

6.5.5.5 BXP- Device info

To determine upload BXP-device info data or not.

Switch On: upload, off: not upload

6.5.5.6 BXP- ACC

To determine upload BXP-ACC data or not.

Switch On: upload, off: not upload

6.5.5.7 BXP- T&H

To determine upload BXP-T&H data or not.
On: upload, off: not upload

Switch
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6.5.5.8 BXP- Button

To determine upload BXP-Button data or not.

It supports filter the specified data by trigger modes. If all modes are on, the gateway will upload
all detected BXP-button data. If the modes are off, the gateway will not upload the advertising
data triggered by the modes.

< BXP-Button
BXP- button

Single press mode

Double press mode

Long press mode

AAAA AN

Abnormal inactivity mode

6.5.5.9 BXP- Tag/Sensor

To determine upload BXP-Tag/Sensor data or not. It supports filter the specified data by Tag ID,
allows to set up to 10 sets of Tag id at the same time.

& BXP- Tag/Sensor =
BXP- Tag/Sensor [ @)
Precise Match
Reverse Filter
Tag ID I
Parameter Description
Switch On: upload, off: not upload

OFF: Upload adverting data of Beacon whose tag id contains the input
expression.

ON: Upload adverting data of Beacon whose first N (N<=6) bytes of tag
id is the same as the input expression.

Precise match

OFF: Upload advertising data of Beacon whose tag id conforms the
input expression.

ON: Upload advertising data of Beacon whose tag id doesn’t conform
the input expression.

Reverse filter

Click the “+” icon, it can add at most 10 sets of tag id, the relationship
Tagid of each tagid is “or”, and case insensitive.
Click the “—" icon, it will delete the tag id input box.
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6.5.5.10 PIR Presence

To determine upload PIR Presence data or not.
It supports filter the specified data by sensor status and major, minor.

< PIR Presence

PIR Presence

Delay response status

Door open/close status

Sensor sensitivity

Detection status

Major
Min -~ Max
Minor
Min ~ Max
Parameter Description
Switch On: upload, off: not upload

Delay response Options: All/low delay/ medium delay/high delay
status All: All delay status advertising data will be uploaded

Door open/close Options: All/close/open
response status All: All door status advertising data will be uploaded

Options: All/low/medium/high

Sensor sensitivit e . :
Y All: All sensor sensitivity advertising data will be uploaded

Options: All/no motion detected/motion detected

Detection status . . .
All: All detection status advertising data will be uploaded

Major From 0 to 65535, the Max value must be no less than the Min value.

Minor From 0 to 65535, the Max value must be no less than the Min value.

6.5.5.11 MK TOF

To determine upload MK TOF data or not.
It supports filter the specified data by MFG Code.
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& MK TOF

MK TOF

MFG Code + -

6.5.5.12 Nanobeacon Info

To determine upload Nanobeacon info data or not.
It supports filter the specified data by trigger type and manufacture ID.
El

NanoBeacon info

<

NanoBeacon info ()

Triggor typo e

Manufacture ID + -

Switch On: upload, off: not upload

Options: All/normal type/ trigger type

trigger type All: All trigger type advertising data will be uploaded

Click the “+” icon, it can add at most 10 sets of manufacture id, the
manufacture ID relationship of each manufacture id is “or”, and case insensitive.
Click the “—" icon, it will delete the manufacture id input box.

6.5.5.13 Other
The Beacon data other than the above 12 types will be judged as “other”. The reporting format of
other type is raw data, without decoder.

£ Other =

Other (

Filter Condition + _
Condition A

-~ Byte

Condition B

-~ Byte

Condition C

- Byte

Filter Relationship AlB|C
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Switch On: upload, off: not upload

» Data type: 1 byte Bluetooth data type
» Datarange: The start and end byte under the data type. It can
be set to any two values from 1-29, the end value must be no

Condition A
less than the start value.
> Raw data field: Raw data value under the data type, and the
data length should match the data range.
Condition B The same as condition A
Condition C The same as condition A
Filter relationship The “AND/OR” logic setting for the conditions.

6.5.5 Filter Relationship

After the MAC filter, ADV name filter or raw data filter is set, it also needs to set the filter
relationship, the relationship determines the processing logic.

If we set one or more filters, but relationship is set as “Null”, the filters will not take effect. The
relationship should match the filters, otherwise there will be no data uploaded.

Default: Null

Range: Null/ Only MAC/ Only ADV name/ Only raw data/ ADV name & Raw
data/ MAC & ADV name & Raw data/ ADV name| Raw data/ ADV name&
MAC.

Relationship

6.5.6 Duplicate Data Filter

To reduce too many duplicate data uploaded to your server. In a filtering period, If the gateway
scans a new data, it will report the data immediately, and throw the following data which are
same as that one, finally report only one piece which is latest scanned in the period.

Note: only when the gateway report interval is not 0, the duplicate data filter will take effect,
otherwise the gateway will report real-time data, and the duplicate data filter won’t work.

Duplicate Data Filter & Data Upload Interval

Upload Data Option Report interval 0 second

Upload Data Interval
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Default: None, range: None/MAC/MAC + Data Type/MAC + Raw
Data

» Disable: Duplicate data filter is disabled.

» MAC: Judge whether the data is duplicate according to the MAC

Duplicate Data Filter address
» MAC+ Data Type: Judge whether the data is duplicate according
to the MAC address and the data type.
» Mac+ Raw Data: Judge whether the data is duplicate according

gateway upload data with the setting interval, if the interval is O,
Data upload interval  means real-time scan and immediate report.
Default: 0, range: 1-86400 (Unit: second)

6.5.7 Upload Data Option

To determine the payload content uploaded to server. The Bluetooth data packet uploaded to the
server includes timestamp, MAC, RSSI, raw data. The timestamp and raw data are optional.

< Upload Data Opticn
Timestamp (
RAW Data-Advertising (
RAW Data-Response (

6.6 Gateway parameter settings

The gateway allows users to change its parameters. All parameters in the settings page can be
modified.
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4 Settings (4
Indicator settings

Network status report interval

Communicate timeout

System time

Advertisement Settings

OTA

Modify Network Settings

Device information

Reset Device

6.6.1 Indicator settings

The LED indicator function in different device status can be configured.

Indicator settings =

«
«
«

System indicator
Network indicator

Server indicator

System indicator Default is enabled, when it is disabled, the LED will be OFF
Network indicator Default is enabled, when it is disabled, the LED will be OFF
Server indicator Default is enabled, when it is disabled, the LED will be OFF
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6.6.2 Network Status Report Period

The gateway reports its network status to the server to notify the server that it is online. The
report interval can be configured.

Default: 30, range: 0 or 10-86400 (unit: second)
Value 0 means that the gateway will report the network
Network status report period  status only once when it successfully connects to the

server, will not report it later.

6.6.3 Communication timeout

If the gateway doesn’t get any downlink message from the cloud in the timeout, it will
automatically disconnect from the beacon.

Default: 10, range: 0-60 (unit: minute)

Communicate timeout C .
Value 0 means no automatic disconnection

6.6.4 System Time

After the gateway connected with the server, it will synchronize time from the NTP server every 1
hour. If the NTP server is invalid, it also supports to synchronize time from user’s phone.

The “Sync” button is used to require the UTC time from your phone, it also needs to select the
TimeZone to obtain the local current time.

Sync Time From NTP

Sync Time From Phone Sync

Il ~

TimeZone UTC+00:00

6.6.7 Advertise iBeacon

To set the gateway advertise iBeacon data.
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4 Advertisement Settings

Advertise iBeacon aQ
Major 0
Minor 0

uuID 00000000000000000000000000000000

RSSI@1m
—_— -59dBm
ADV interval 1 x 100ms

Tx Power

Connectable

Advertise iBeacon On/off

Major 0-65535

Minor 0-65535

UuID 16 bytes

RSSI@1m Range: -100~0, unit: dBm

ADV interval Range: 1-100, unit: 100ms

Tx power -24dBm~21dBm, step by 3 dBm.
Connectable On/off

6.7 OTA

The gateway has an ability to update firmware over the air. When MOKO releases a new firmware,
you can easily upgrade your gateway firmware by loading an upgrade Bin file with MOKO APP.
The firmware file URL will be like: http://47.104.172.169:8080/updata_fold/MKGW3_V1.0.4.bin

During upgrade process, LED will flash yellow, if upgrade succeed, LED turns solid yellow, if failed,
LED turns solid red.
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Firmware file URL

6.8 Modify Network settings

Change the WiFi, MQTT and network settings for the gateway, it allows users to change the
settings independently. After the WIFI, MQTT or network settings are changed, click the “Connect”
button, the gateway will reboot once and reconnect using the new settings.

< Modify network settings

Network Settings ?

MQTT Settings >

6.8.1 Modify Network settings

To change the WIFI settings for the gateway. If we change security from personal to Enterprise, it
requires to upload WIFI certificates, the certificates will be obtained from your HTTP server.
The CA cert file URL will be like: http://47.104.172.169:8080/updata_fold/wifi_ca.pem

WIF| Settings

Security
SSID moko1234

Password 12345678

DHCP q
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6.8.2 Modify MQTT settings

To change the MQTT settings for the gateway. If the new server requires SSL certificates, the
certificates will be obtained from your HTTP server.
The certificates file URL will be like: http://47.104.172.169:8080/updata_fold/aws_ca.pem

MQTT settings =

Broker Setting

Host 47.104.81.55

Port 1883

Client Id b0b21c365c94

Topics

Subscribe MKGW3/b0b21c365¢9...
Publish /MKGW3/b0b21c365¢9...

Mote: Input your topics to communicate with the device or
set the topics to empty.

General Credentials SSL/TLS LWT

SSL/TLS q

Certificate Self signed certificates

CA cert file URL
Client cert file URL

Client key file URL

Clear All Configurations

6.9 Device Information

You can get the device information in this page.
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< Device Information

Device name MKGW3-7481
Product model MKGW3
Manufacturer MOKO TECHMOLOGY LTD.
Hardware version V0.2
Software version v4.4.4
Firmware version V1.0
WIFI MAC bOb21c365¢94
Ethernet MAC b0Ob21c365c97
BT MAC 70041d0a7481

6.10 Reboot

The “Reboot” button is used to send a reboot command to the device. After that, the gateway will
reboot once.

6.11 Reset Device

The “Reset Device” button is used to send a reset command to the device. After that, the device
will restore to factory settings, and the indicator will flash blue and green once.
You can also press and hold the reset button for 5 seconds to reset it.
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Appendix A: WPA2 Enterprise Security

Go to network settings, select WIFI and Enterprise, then select EAP type and enter the correct

settings.
Security Security Security
ssiD SSID ssiD
Username Username Domain ID
Password Password CA cert file URL
Verify server () Verify server (@D) Client cert file URL
DHCP q DHCP q Client key file URL

DHCP q

» PEAP-MSHCHAPV2: The user should enter the WIFI SSID, EAP username, EAP password. If verify
server is enabled, it requires to upload the CA certificate from your phone.

» TTLS-MSHCHAPV2: The settings are the same as PEAP-MSHCHAPV2

» TTLS: The user should enter the WIFI SSID, domain ID, and upload certificates. The CA certificate
is must-required, the client certificate and client key are optional.

Appendix B: Connect to AWS loT

Go to Settings for APP page, firstly users should configure the APP connecting to AWS loT. Then go
to settings for device- > MQTT settings, configure the gateway connecting to AWS loT.

The host is AWS host URL, port is 8883, turn on the SSL/TLS, select CA self signed certificates as the
certificate type, then upload the CA certificate, client key and client cert file from your phone.

If using Android phone, the certificate files must be saved in the root directory of the local storage,
otherwise the APP cannot obtain the files correctly.

2 www.mokosmart.com



Settings for APP

Broker Setting

Host alfhygrlxxahcm-ats.iot.us-west-2.ama

Port 8883

Client ld  MK_F2919D43

Topics
Subscribe  0-128 Characters
Publish 0-128 Characters

MNote: The topic settings is only for connecting to Alibaba
ot

Pleaze leave it blank if connecting 1o a MOTT broker or
AAWS ot

General User Credentials SSL/TLS
SSL/TLS
Certificate ned cer
CAFile /5torage/emulated/0/.001/MOKD B

AWS file/zaws-rool-ca pem

/storage/emulated/
Client Key  0/.001/MOKD AWS file/ “ue
zapp-privale perm_key

Jstoragefemulateds
Client Cert File 0/ 007/MOKO AWS file/ ...
zopp-certificate. pem.cri

MQTT settings

Broker Setting

Host wgrlxxahcm-ats.iot.us-west-2. amazon:

Port 8883

Client Id  4091519c75c0

Topics

Subscribe  /MK110/4091519c75c0/receive

Publish FMET10/4091519¢7 5c0/ send
General User Credentials SSL/TLS

SSL/TLS

Certificate

baFilg /siorage/emulated/0/,001/MOKD -

AWS file/zaws-rool-ca pem

Istorage/emulated/
Client Key  0/.001/MOKO AWS file/ -
zapp-private pem. key

fstorage/emulated/
Client Cert File 0/.001/MOKD AWS file/ waa
zapp-certificate.pem.crt

If using 10S phone, users need convert AWS certificates to required format, and import the
certificates into your iOS phones through iTunes, then users can upload certificates from their

phones.

Please note that only the APP settings require the converted certificate, while the device
settings still use the CA root certificate, private key and client certificate original files.

< Settings for APP =

Broker Setting

Host alfhygrOxxahem-ats.iot.us..
Port 8883

Client Id MK_62316651

Topics

Subscribe

Publish

Note: The topic settings is only for connecting to Alibaba iot.Please
leave it blank if connecting to a MQTT broker or AWS iot

General User Credentials SSL/TLS

SSL/TLS O
Certificate Self signed certificates

< MQTT settings =

Broker Setting

Host alfhygrOxxahcm-ats.iot.us...

Port 8883

Client Id c8f09eeB8327c

Topics

Subscribe /MK110 plus 01/c8f09ee83...

Publish /MK110 plus 07/c8f09ee83...
General Credentials SSL/TLS LWT

SSL/TLS [ @

Certificate Self signed certificates

CAFile aws-root-ca.der sen

P12 Cert File ios-certificate file.p12 e

Clear All Configurations

CA File zaws-root-ca.pem LX]

Client Key zdevice-private.pem.key ..

Client Cert File zdevice-certificate.pem.crt .o
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